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This invention relates to computer networks. More specifically, it relates to a 
method and system for distributed generation of unique random numbers for digital 
tokens such as digital cookies. 



The Internet Protocol ("IP") is an addressing protocol designed to facilitate the 
routing of traffic within a network or between networks. The Internet Protocol is used 
on many computer networks including the Internet, intranets and other networks. Current 
versions of Internet Protocol such as Internet Protocol version-4 ('TPv4") are becoming 
obsolete because of limited address space. With a 32-bit address-field, it is possible to 
assign 2*^^ different addresses, which is 4,294,967,296, or greater than about 4 billion 
globally unique addresses. 

However, with the explosive growth of the Internet and intranets, Internet 
Protocol addresses using a 32-bit address-field may soon be exhausted. Internet Protocol 
version-6 ("IPv6") proposes the use of a 128-bit address-field for Intemet Protocol 
addresses. However, a large number of legacy networks including a large number of 
Intemet subnets, will still be using older versions for Intemet Protocol with a 32-bit 
address space for many years to come. As is known in the art, a subnet is smaller of part 
of a larger network using a similar network addressing scheme. 

Network Address Translation ("NAT") has been proposed to extend the lifetime 
of Intemet Protocol version 4 by allowing subnets with private Intemet Protocol 
addresses to exist behind a single or small number of globally unique Intemet Protocol 
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addresses (see e.g., Internet Engineering Task Force ("IETF") RFC-2663, "IP Network 
Address Translator ("NAT") Terminology and Considerations," by P. Srisuresh and M. 
Holdrege, August 1999). Each private host uses a single global Internet Protocol address 
for communication with external networks such as the Internet. 
5 Internally, a subnet may use local private addressing. Local private addressing 

may be any addressing scheme that is different from the public Internet Protocol 
addressing. The local addresses on a subnet are typically not available to the external, 
global Internet. When a device or node using local addressing desires to communicate 
with the external world, its local address is translated to a common external Internet 

■'i 10 Protocol address used for communication with an external network by a network address 
translation device. That is, network address translation allows one or more global 

. J Intemet Protocol addresses to be shared among a larger number of network devices using 

rg local private addresses. 

□ There are several problems associated with using network address translation to 

^=3 15 extend the life of the Intemet Protocol version-4. Network address translation interferes 

with the end-to-end routing principal of the Intemet that recommends that packets flow 

end-to-end between network devices without changing the contents of any packet along a 

transmission route (see e.g., "Routing in the Intemet," by C. Huitema, Prentice Hall, 

1995, ISBN 0-131-321-927). 

20 Current versions of network address translation replace a local network address in 

a data packet header with an external global network address on outbound traffic, and 

replace an external global network address in a data packet header with a local private 
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network address on inbound traffic. This type of address translation is computationally 
expensive, causes security problems by preventing certain types of encryption from being 
used, or breaks a number of existing applications in a network that cannot coexist with 
network address translation (e.g., File Transfer Protocol ("FTP")). 

Current versions of network address translation may not gracefully scale beyond a 
small subnet containing a few dozen nodes or devices because of the computational and 
other resources required. Network address translation potentially requires support for 
many different application layer internal network protocols be specifically programmed 
into a translation mechanism such as a network address translation router. 

Computational burdens placed on a network address translation router may be 
significant and degrade network performance, especially if several network address 
translation-enabled sub-networks share the same network address translation router. In a 
worst case scenario, a network address translation router translates every inbound and 
data packet. 

Some of the problems associated with network address translation of private 
network addresses into public network addresses have been overcome with Distributed 
Network Address Translation ("DNAT') and "Realm Specific Internet Protocol" 
("RSIP") as is explained below. 

The Intemet Protocol is used on global computer networks such as the Internet, 
and on many private networks such as intranets and Virtual Private Networks. It is often 
desirable to protect information sent with the Intemet Protocol using different types of 
security. Using security with the Intemet Protocol allows private or sensitive information 
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to be sent over a public network with some degree of confidence that the private or 
sensitive information will not be intercepted, examined or altered. 

Internet Protocol security ("IPsec") is a protocol for implementing security for 
communications on networks using the Internet Protocol through the use of cryptographic 
5 key management procedures and protocols. Communications between two endpoints of 
an Internet Protocol traffic flow are made end-to-end-secure by the Internet Protocol 
security protocol on an individual Internet Protocol packet-by-packet basis. Internet 
Protocol security protocol entities at connection endpoints have access to, and participate 
in, critical and sensitive operations that make a common connection secure. 
3 10 The Internet Key Exchange ("IKE") protocol establishes a secure Internet 

; I Protocol security channel between two network devices. In order to avoid "denial-of- 

j service" attacks, Intemet Key Exchange enabled network devices that perform Diffie and 

§ Hellman exponentiation, use anti-clogging digital "tokens" or "cookies". As is known in 

J the art, a digital "cookie" or a digital token is a block of data used to identify a network 

3 15 device or a user of a network device. As is known in the art, Diffie and Hellman 
j (hereinafter Diffie-Hellman) describe a means for two parties to agree upon a shared 

secret in such a way that the secret will be unavailable to eavesdroppers. 

As is known in the art, a "denial-of-service attack" includes flooding a network 
device with a large number of bogus data packets (e.g., flooding a network device with 
20 bogus data packets including bogus Intemet Protocol source addresses). Absolute 
protection against denial of service is virtually impossible, but anti-clogging digital 
cookies provide a technique for reducing the impact of denial-of-service attacks. 
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Anti-clogging digital cookies are used in Internet Key Exchange protocol 
exchanges between an initiator and a responder. The details of anti-clogging digital 
cookie generation are implementation dependant, but should satisfy the three basic 
requirements of digital cookie generation stated by Phil Kam as is presented in "Internet 
5 Security Association and Key Management Protocol ("ISAKMP")," by D. Maughan, 
M.Schertler, M. Schneider and J. Tumer, IETF RFC-2408, November, 1998. See also P. 
Kam and W. Simpson in "Photuris: Session Key Management Protocol," IETF RFC- 
2522, March 1999. 

These three basic requirements of digital cookie generation include: (1) The 
3' 10 digital cookie must depend on the specific parties using the digital cookie. This prevents 
; I an attacker from obtaining a digital cookie using a real Internet Protocol address and User 

Datagram Protocol ("UDP") port, and then using it to swamp the victim with Diffie- 
g Hellman requests from randomly chosen Internet Protocol addresses or User Datagram 

3 Ports; (2) It must not be possible for anyone other than an issuing entity to generate 

3 15 digital cookies that will be accepted by that entity. This implies that the issuing entity 
J must use local secret information in the generation and subsequent verification of a 

digital cookie. It must not be possible to deduce this secret information from any 
particular digital cookie; and (3) The digital cookie generation function must be fast 
enough to thwart attacks intended to sabotage Central Processing Unit resources. 
20 In subnets that utilize an Intemet Protocol address sharing scheme such as 

Distributed Network Address Translation or Realm Specific Intemet Protocol, a digital 
cookie is used by a Distributed Network Address Translation/Realm Specific Intemet 
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Protocol gateway to route responses. If Internet Key Exchange protocol is used (e.g., 
source port 500), all digital cookies must be unique to allow for routing to an appropriate 
network device. Thus, all initiator digital cookies in use on a given DNAT/RSIP subnet 
must be unique. 

5 There are a number of methods used to create anti-clogging digital cookies. For 

example, an initiator randomly chooses a digital cookie and transmits the digital cookie in 
a first Internet Key Exchange protocol message. A gateway to a subnet examines the 
digital cookie, and if it matches any other digital cookie in use, the gateway either: (a) 
drops the message; or (b) sends an error message back to the initiator. The problem with 
3 10 this method is that the multiple messages add latency to the Intemet Key Exchange 
; I protocol transactions, or require modifications to the Intemet Key Exchange protocol. 

Another method to create an anti-clogging digital cookie includes allowing a 
g gateway to allocate contiguous blocks of digital cookies to each initiator. A initiator can 

3 randomly choose digital cookies within the space of their given block of digital cookies. 

3 15 The problem is that this method reduces the entropy of the digital cookies on a per client 
J basis from x-bits (e.g., 64 bits for Intemet Protocol Exchange digital cookies) to 

something less than x-bits, and therefore violates digital cookie generation requirement 
(2) stated above. 

A number of distributed and parallel random number generation methods have 

20 been proposed that may be used generate digital cookies or digital tokens. However, 

many of these methods rely on parallelizing random generation using multiple parallel 

processsors. See for example, U.S. Patent No. 5,793,657, "Random number generating 
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apparatus and random number generating method in a multiprocessor system," U.S. 
Patent No. 5,327,365, "Generating system of random-number sequences for a parallel 
computer system," at the Universal Resource Location ("URL"), http://www- 
unix.mcs.anLgov/dbpp/text/nodell 6.html, Section 10, "Designing and Building Parallel 
5 Programs," by Ian Foster, 1 995 , at the URL, 

http://csepl.phy.omLgov/m/nodel9.html#SECTION00060000000000000000, 
Section on random number generation, "Vectorization and Access via Multiple 
Processors: LCGs," Computational Science Education Project, Sponsored by U.S. 
Department of Energy, September, 1995. 
10 However, these methods rely on the mathematical properties of the actual 

parallelized random number generators in use. These methods can not typically be 
I J generally deployed on a computer network without specialized parallel processing 

ni equipment. These methods may also not produce a unique random number, which is 

1 3 typically required for digital cookie used for security purposes, 

□ 15 Thus, it is desirable to have a digital cookie generation method allows all x-bits of 

a digital cookie to be generated in a pseudo-random, but non-predictable fashion. The 
digital cookies should be generated in a manner such that no two digital cookies used by 
initiators are exactly the same and no two identical digital cookies are in use at the same 
time on a computer network. 

20 
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SUMMARY OF THE INVENTION 
In accordance with preferred embodiments of the present invention, some of the 
problems associated with generating digital cookies or digital tokens are overcome. A 
5 method and system for distributed generation of unique random numbers for creating 
digital cookies is provided. 

One aspect of the invention includes a method for distributed generation of unique 
random numbers for digital cookies from a client network device. A first network device 
(e.g., a computer) on a computer network receives an x-bit bit mask template from a 
10 second network device on the computer network (e.g., a gateway). The x-bit bit mask 
^=3 template is used as a framework for a complete x-bit digital cookie. The first network 

j device generates a first portion potential x-bit digital cookie. The first network device 

J requests a second portion of the potential x-bit digital cookie from the second network 

rfl device. The request includes the first portion of potential x-bit digital cookie. The first 

i;3 15 network device generates a complete x-bit digital cookie using the first portion the 
□ potential x-bit-digital cookie generated by the first network device and the second portion 

of the potential x-bit digital cookie generated by the second network device. The first 
and second portions of the potential x-bit digital cookie are based upon random numbers 
generated by the first and second network devices respectively. 
20 The newly generated complete x-bit digital cookie is not in use on the computer 

network. The second network device has selected the second portion of the potential x- 
bit digital cookie so that the complete x-bit digital cookie including the first portion 
generated on the first network device and the second portion generated on the second 
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network device is not use on the computer network. The complete x-bit digital cookie is 
unique on the computer network since the second network device manages the x-bit 
digital cookies in use on the computer network. 

Another aspect of the invention includes methods for distributed generation of 
5 unique random numbers for digital cookies from a server network device. A second 

network device on a computer network maintains a list of complete digital cookies in use 
on a computer network. The second network device generates an x-bit bit mask template 
to be used as a framework for a complete x-bit digital cookie. The x-bit bit mask 
template is sent to a first network device on the computer network. The second network 
3 10 device receives a request for a second portion of an x-bit digital cookie. The request 
; I includes a first portion of the x-bit digital cookie generated on the first network device 

J using the x-bit bit mask. The first and second portions of the x-bit digital cookie are 

h based upon unique random numbers generated by the first and second network devices 

3 respectively. 

3 1 5 The second network device selects the second portion of the x-bit digital cookie 

3 by generating one or more potential x-bit digital cookies using the first portion generated 

by the first network device and second portions of a digital cookie generated by the 

second network device. The generated potential x-bit digital cookies are compared with a 

list of complete x-bit digital cookies in use on the computer network. When a potential 

20 x-bit digital cookie that is not in use on the computer network is discovered, the second 

portion of the x-bit digital cookie used to create the potential x-bit digital cookie is 

returned to the first network device. The first network device can then create a complete 
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X-bit digital cookie that is not in use on the computer network, since the second network 
device manages all of the x-bit digital cookies in use on the computer network. 

For example, the methods and system described herein may be used on a 
Distributed Network Address Translation or Realm Specific Internet Protocol subnet to 
5 allow a network device (e.g., a computer ) to create a complete x-bit digital cookie with 
help form a Distributed Network Address Translation/Realm Specific Internet Protocol 
gateway. The complete x-bit digital cookie can be used as a 64-bit anti-clogging cookie 
for Internet Key Exchange protocol exchanges. However, the present invention is not 
limited to these exemplary embodiments, and the methods and system described herein 
10 can be used as a general scheme for distributed generation of unique random numbers for 
digital cookies and other applications. 

The foregoing and other features and advantages of preferred embodiments of the 
present invention will be more readily apparent from the following detailed description. 
The detailed description proceeds with references to the accompanying drawings. 
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BRIEF DESCRIPTION OF THE DRAWINGS 
Preferred embodiments of the present inventions are described with reference to 
the following drawings, wherein: 

FIG. 1 is a block diagram illustrating an exemplary network system; 
5 FIG. 2 is a block diagram illustrating a protocol stack for the network devices; 

FIG. 3 is a block diagram illustrating use of an Intemet Key Exchange anti-clog 

cookie; 

FIG. 4 is a flow diagram illustrating a method for distributed generation of unique 
X-bit digital cookies from a client network device; 
10 FIGS. 5 A and 5B are a flow diagram illustrating a method for distributed 

generation of unique x-bit digital cookies from a server network device; 

FIG. 6 is a flow diagram illustrating a method for distributed generation of unique 
random numbers for digital cookies from a client network device; and 

FIGS. 7 A and 7B are a flow diagram illustrating a method for distributed 
15 generation of unique random numbers for digital cookies from a server network device. 



20 
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 
Exemplary network system 

FIG. 1 is a block diagram illustrating an exemplary network system 10 for one 
embodiment of the present invention. The network system 10 includes a first private 
5 computer network-x 12 with multiple network devices (14, 16, 18, 20, 22, 24) and a 

router 26 to route data packets to another external computer network. The router 26 may 
also function as a Distributed Network Address Translation ("DNAT") or Realm Specific 
Intemet Protocol ("RSIP") gateway that includes security features as is explained below. 
As is known in the art, a "gateway" is a device that connects two networks using different 
3 10 communications protocols so that information can be passed from one to the other. A 
; J gateway both transfers information and converts it to a form compatible with the 

. protocols used by a receiving network. The multiple network devices include any of 

k computers (14, 18), printers 16, personal digital assistants 20, telephones 22 or other 

2 network devices not illustrated in FIG. 1 . 

3 15 The first computer network-x 12 has an extemal common network address 28 
3 (e.g., a global Intemet Protocol address, 198.10.20.30) to identify the first private 

computer network-x 12 to an extemal computer network such as a second computer 

network 30 and/or a third computer network 32 extemal to the first private computer 

network-x 12. The multiple network devices (14, 16, 18, 20, 22, 24 and 26) have a 

20 private intemal network address (i.e., a private network address) on the first private 

computer network-x 12 (e.g., 10.0.0.x, etc.). In one embodiment of the present invention, 

a network access service provider 34 with a router 36 routes data packets to/from the first 

- 13- 

MCDONNELL BOEHNEN 
HULBERT & BERGHOFF 
300 SOLfTH WACKER DRIVE 
CHICAGO, ILLINOIS 60606 
TELEPHONE (312) 913-0001 



private computer network-x 12 a public to second public computer network 30 and/or to a 

third public computer network 32 through a second network switch 38 and/or a third 

network switch 40. In another embodiment of the present invention, the first private 

computer network-x 12 is connected directly to the second computer network 30. The 

5 first private computer network-x 12 is also connected to a second private computer 

network-y 42 via public computer networks 30 or 32. The second private computer 

network-y 42 is also a private computer network that includes multiple network devices, 

only one of which is illustrated as computer 43, that use private intemal network 

addresses behind a public globally routable network address (e.g., a global Internet 

3 10 Protocol address 192.200.20.3). 

In one embodiment of the present invention, the first private computer network-x 

] 12 is a Small Office/Home Office ("SOHO") Local Area Network ("LAN"), also called a 

5 "legacy" LAN. The first private computer network 12 can also be a "stub" network or a 

a sub-network ("subnet"). As is known in the art, a "stub" network typically includes 

3 15 multiple network devices using a common external network address to communicate with 

i an external network such as the Internet. As is known in the art, a "subnet" is a smaller 

part of a larger netsvork that uses a common addressing scheme (e.g., Internet Protocol 

addresses). The second network 30 is the Internet or an intranet, and the third network 32 

is a Public Switched Telephone Network ("PSTN"). The second private-network-y 42 is 

20 also a SOHO LAN, stub network or subnet. However, other network types and network 

components can also be used and the present invention is not limited to the network types 

and network components described for this embodiment. 
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Network devices and routers for embodiments of the present invention include 
network devices that can interact with network system 10 and network system 100 
discussed below that are compliant with all or part of standards proposed by the Institute 
of Electrical and Electronic Engineers ("IEEE"), Intemational Telecommunications 
5 Union-Telecommunication Standardization Sector ("ITU"), Intemet Engineering Task 
Force ("IETF"), the Wireless Application Protocol ("WAP") Forum, and Data-Over- 
Cable-Service-Interface-Specification ("DOCSIS") standards for Multimedia Cable 
Network Systems ("MCNS"). However, network devices based on other standards could 
also be used. IEEE standards can be found on the World Wide Web at the Universal 

□ 10 Resource Locator ("URL") "www.ieee.org." The ITU, (formerly known as the CCITT) 

standards can be found at the URL "www.itu.ch." IETF standards can be found at the 
r. URL "www.ietf.org." The WAP standards can be found at the URL 

}Z "www.wapforum.org." The DOCSIS standards can be found at the URL 

□ "www.cablemodem.com." 

i;3 15 An operating environment for network devices and routers of the present 

□ invention include a processing system with at least one high speed Central Processing 
Unit ("CPU") and a memory. In accordance with the practices of persons skilled in the 
art of computer programming, the present invention is described below with reference to 
acts and symbolic representations of operations or instructions that are performed by the 

20 processing system, unless indicated otherwise. Such acts and operations or instructions 
are referred to as being "computer-executed" or "CPU executed." 
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It will be appreciated that acts and symbolically represented operations or 
instructions include the manipulation of electrical signals by the CPU. An electrical 
system represents data bits which cause a resulting transformation or reduction of the 
electrical signals, and the maintenance of data bits at memory locations in a memory 
5 system to thereby reconfigure or otherwise alter the CPU's operation, as well as other 
processing of signals. The memory locations where data bits are maintained are physical 
locations that have particular electrical, magnetic, optical, or organic properties 
corresponding to the data bits. 

The data bits may also be maintained on a computer readable medium including 
3 10 magnetic disks, optical disks, organic memory, and any other volatile (e.g., Random 
Access Memory ("RAM")) or non-volatile (e.g., Read-Only Memory ("ROM")) mass 
storage system readable by the CPU. The computer readable medium includes 
□ cooperating or interconnected computer readable medium, which exist exclusively on the 

3 processing system or be distributed among multiple interconnected processing systems 

3 15 that may be local or remote to the processing system. 
^ Exemplary Protocol Stack 

FIG. 2 is a block diagram illustrating an exemplary layered protocol stack 44 for 
network devices from the exemplary network system 10 (FIG. 1) and network system 100 
(FIG. 4). The layered protocol stack 44 is described with respect to Intemet Protocol 
20 suites comprising from lowest-to-highest, a link, network, transport and application layer. 
However, more or fewer layers could also be used, and different layer designations could 
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also be used for the layers in the protocol stack 44 (e.g., layering based on the Open 
Systems Interconnection ("OSI") model). 

The network devices (14, 16, 18, 20, 22, and 24) are connected to the first private 
computer network-x 12 and second private computer network-y 42 with Network 
Interface Card ("NIC") device drivers in a link layer 46 for the hardware network devices 
connecting the network devices to the computer network 12. The link layer 44 may 
include a Medium Access Control ("MAC") protocol layer or other data-link layer 
protocol. 

Above the link layer 48 is a network layer 48 (also called the Internet Layer for 
Internet Protocol suites). The network layer 48 includes an IP layer 50. As is known in 
the art, IP 50 is an addressing protocol designed to route traffic within a network or 
between networks. IP layer 50, hereinafter IP 50, is described in IETF RFC-791, 
incorporated herein by reference. The network layer 48 also includes an Internet Group 
Management Protocol ("IGMP") layer 52, an Intemet Control Message Protocol 
CTCMP") layer 54. 

ICMP layer 52, hereinafter ICMP 52, is used for Intemet Protocol control. The 
main functions of ICMP 52 include error reporting, reachability testing (e.g., "pinging"), 
route-change notification, performance, subnet addressing and other maintenance. For 
more information on ICMP 52 see IETF RFC-792, incorporated herein by reference. 
IGMP layer 54, hereinafter IGMP 54, is responsible for multicasting. For more 
information on IGMP 54 see IETF RFC-1 112, incorporated herein by reference. 
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The network layer 48 may also include an optional DNAT/RSIP layer 55. The 
DNAT/RSIP layer 55 is used to allocate locally unique ports as well as a combination 
network address including a locally unique port and a common external network address 
(e.g., an IP address) for a Distributed Network Address Translation server for 
5 communications with the external networks. For more information on the DNAT 
protocol, and the DNAT see co-pending U.S. Application No. 09/035,600, incorporated 
herein by reference. DNAT is also called "Realm Specific Internet Protocol" ("RSIP") 
by the IETF. For more information on RSIP see, "Realm Specific IP Framework," by 
M. Borella and J. Lo, IETF draft, <draft-ieft-nat-rsip-framework-03.txt>, December 
10 1999, and "Realm Specific IP: Protocol Specification," by M. Borella and J. Lo, IETF 
draft, <draft-ietf-nat-rsip-protocol-05.txt>, January 2000, both incorporated herein by 
reference. 

Above network layer 48 is a transport layer 56. The transport layer 56 includes a 
Transmission Control Protocol ("TCP") layer 58 and a User Datagram Protocol ("UDP") 
15 layer 60, and may also include an optional DNAT/RSIP layer 55 described above. 

The TCP layer 58, hereinafter TCP 58, provides a cormection-oriented, end-to- 
end reliable protocol designed to fit into a layered hierarchy of protocols which support 
multi -network applications. TCP 58 provides for reliable inter-process communication 
between pairs of processes in network devices attached to distinct but interconnected 
20 networks. For more information on TCP 58 see IETF RFC-793, incorporated herein by 
reference. 
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The UDP layer 60, hereinafter UDP 60, provides a connectionless mode of 

communications with datagrams in an interconnected set of computer networks. UDP 

60 provides a transaction oriented datagram protocol, where delivery and duplicate 

packet protection are not guaranteed. For more information on UDP 60 see IETF RFC- 

5 768, incorporated herein by reference. Both TCP 58 and UDP 60 are not required in 

protocol stack 42. Either TCP 58 or UDP 60 can be used without the other. 

Above the transport layer 56 is an application layer 62 including application 

programs 64. The application programs 64 provide desired functionality to a network 

device (e.g., telephony or other communications functionality). 

=^ 10 Internet Protocol Security 

? There are a number of security measures that can be used with IP 50. One or 

J more security measures can be indicated in an IP 50 header. Intemet Protocol security 

ilfi ("IPsec") processing is confined completely within the IP 50 layer. All DNAT/RSIP 

□ processing, when used with Intemet Protocol security must run above the IP 50 layer . 

15 Otherwise, Intemet Protocol security parameters are violated. IPsec is used with DNAT 

as is described in co-pending Applications No. 09/270,967 and 09/271,025, incorporated 

herein by reference. IPsec is used with RSIP as is described in "RSIP Support for End- 

to-End IPsec," by G. Montegero and M. Borella, lETF-draft <drafl-ietf-nat-rsip-ipsec- 

02.txt>, January 2000, incorporated herein by reference. 

20 IPsec provides security for IP 50 packets. For more information in IPsec see 

"Security Architecture for the Intemet Protocol", by S. Kent and R. Atkinson, IETF RFC- 

2401, November, 1998, incorporated herein by reference. 
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Internet Key Exchange ("IKE") protocol 

As was discussed above, IKE is a security protocol that carries a security 
certificate. For more information on IKE see, "The Internet Key Exchange (IKE)," by D. 
Harkins and D. Carrel, IETF RFC-2409, November, 1998, incorporated herein by 
5 reference. In one embodiment of the present invention, the IKE security certificate is an 
Internet X.509 certificate. For more information on Internet X.509 security certificates, 
see IETF RFC-2459, "Intemet X.509 Public Key hifi-astructure Certificate and CRL 
Profile," by R. Housley, W. Ford, W. Polk and D. Solo, incorporated herein by 
reference. 

=^ 10 IKE can be used to establish a secure connection between a first endpoint a 

second endpoint. A digital anti-clogging "cookie" or Anti-Clogging Token ("ACT") is 
I J used to help protect a network device from attack without spending excessive CPU 

j;g resources to determine if a digital cookie is authentic. As is known in the art, a digital 

□ "cookie" is a block of data used to identify a network device or a user of a network 

15 device. 

■-i As is known in the art, a "denial-of-service attack" includes flooding a network 

device with a large number of bogus data packets (e.g., flooding a network device with 
data packet with bogus IP 50 source addresses). Absolute protection against denial of 
service is virtually impossible, but anti-clogging digital cookies provide a technique for 
20 reducing denial-of-service attacks. The use of an anti-clogging digital cookie for 
reducing denial-of-service attacks was introduced by P. Kam and W. Simpson in 
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"Photuris: Session Key Management Protocol," IETF RFC-2522, incorporated herein by 
reference. 

Anti-clogging digital cookies are implementation dependent, but should always 
satisfy the three basic requirements originally stated by P. Kam as presented in RFC- 
5 2408 as illustrated in Table 1. 



1 . The digital cookie must depend on the specific parties. This prevents an attacker from 
obtaining a digital cookie using a real IP 50 address and UDP 60 port, and then using it to 
swamp the victim with Diffie-Hellman requests from randomly chosen IP 50 addresses or 
UDP ports 60. 

2. It must not be possible for anyone other than the issuing entity to generate digital cookies that 
will be accepted by that entity. This implies that the issuing entity must use local secret 
information in the generation and subsequent verification of a digital cookie. It must not be 
possible to deduce this secret information from any particular digital cookie. 

3. The digital cookie generation function must be fast to thwart attacks intended to sabotage 
CPU resources. 

Table 1. 

As is known in the art, Diffie-Hellman describe a means for tv^o parties to agree 

upon a shared secret in such a way that the secret will be unavailable to eavesdroppers. 

For more information, see W. Diffie and M. Hellman, "New Directions in 
10 Cryptography", IEEE Transactions on Information Theory, pp. 644-654, November 1976, 

incorporated herein by reference. Anti-clogging digital cookies are used in IKE 

exchanges between an initiator and a responden 

FIG. 3 is a block diagram 66 illustrating use of an IKE anti-clogging digital 

cookie. An initiator 68 sends generates an anti-clogging digital cookie Ci and sends the 
15 digital cookie with an initiator IKE SA indicator ISAj to a responder 70 in a first IKE 

message 72. The responder 70 generates an anti-clogging digital cookie Cr and sends the 

initiator anti-clogging digital cookie Ci and the responder anti-clogging digital cookie Cr 
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and a responder IKE Security Association ("SA") indicator ISAain a second IKE 

message 74. The initiator 68, using Diffie-Helhnan, chooses g and p, where p is a large 

prime number and is any number two or greater. The initiator 68 generates a private 

encryption key-jc^z and computes a pubUc encryption key, X = g''^ mod p. The initiator 68 

5 sends the initiator anti-clogging digital cookie Ci, the responder anti-clogging digital 

cookie Cr, the public encryption key X, and Ni, a "nonce" payload in a third IKE 

message 76. As is known in the art, a nonce payload includes random data used to 

guarantee payload "liveliness" during a key exchange and protect against replay attacks. 

The responder 70 validates the anti-clogging digital cookies, generates a private 

f 10 encryption kcy-ya and computes a public encryption key, Y = g^^ mod p. The responder 

70 sends the initiator anti-clogging digital cookie Ci, the responder anti-clogging digital 

cookie Cr, the public encryption key Y, and a nonce payload Nr in a fourth IKE message 

g 78. The initiator 68 validates the anti-clogging digital cookies and computes an 

3 identification payload IDi as = X^ mod p using the public encryption key-Y from the 

3 15 responder 70. Optional fifth and sixth messages may be used to further validate the IKE 

J connection. 

The initiator 68 sends the initiator anti-clogging digital cookie Ci, the responder 

anti-clogging digital cookie Cr, the identification payload identifier IDi and an 

authorization payload AUTHi in a fifth IKE message 80. The authorization payload 

20 includes a secure digital signature or a secure hash value (e.g., generated with Message 

Digest-5 ("MD5") or a Secure Hash ("SH") standard) as part of a security certificate (e.g., 

X.509) as was described above. For more information on MD5 see "The MD5 Message 
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Digest Algorithm," by R. Rivest, IETF RFC- 1321, April 1992, incorporated by reference. 
For more information on the Secure Hash standard see, "Secure Hash Standard", FIPS 
180-1, National Institute of Standards and Technology, U.S. Department of Commerce, 
May 1994. 

5 The responder 70 validates the anti-clogging digital cookies. The responder 70 

validates the identification payload identifier ID\ using its private encryption kcy-ya. The 
responder 70 sends the initiator anti-clogging digital cookie Ci, the responder anti- 
clogging digital cookie Cr, an identification payload identifier IDr and an authorization 
payload AUTHr in a sixth IKE message 82. The initiator 68 validates the anti-clogging 

S 10 digital cookies. The initiator 68 validates the identification payload identifier IDr using 

\ I its private encryption kcy-xa. 

Requesting distributed generation of unique digital cookies from a client network 

a device 

3 IKE is just one example of a protocol that generates and uses digital cookies. 

3 15 However, other protocols and applications also use digital cookies. An ideal anti- 

^ clogging digital cookie method should allow n-bits of the digital cookie to be generated 

in a pseudo-random, but non-predictable fashion such that no two initiator digital cookies 

with the same value can be in use at the same time in the same network. Within subnets 

that utilize an IP 50 address sharing scheme, such as DNAT/RSIP, an initiator digital 

20 cookie Ci is used by a DNAT/RSIP gateway 26 to route responses. Thus, all initiator 

digital cookies in use by initiators on a given DNAT/RSIP subnet must be unique. 

A DNAT/RSIP gateway 26 maintains a list of all digital cookies in use so that 
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digital cookie uniqueness is maintained. Since it is undesirable for the DNAT/RSIP 
gateway to generate all n-bits of a digital cookie on any one device such as DNAT/RSIP 
gateway 26, the digital cookie generation is split between the DNAT/RSIP gateway 26 
and the initiator 68. 

5 FIG. 4 is a flow diagram illustrating a Method 84 for distributed generation of 

unique digital cookies from a client network device. At Step 86, a first portion of an x-bit 
digital cookie is generated on a first network device on the computer network based on a 
X-bit bit mask template sent to the first network device from a second network device on 
the computer network. The x-bit bit template mask is used as a framework to create a 
3 10 complete x-bit digital cookie. At Step 88, a first message is sent to request a second 
; I portion of the x-bit digital cookie from the second network device, wherein the first 

J message includes the first portion of the x-bit digital cookie. At Step 90, a first response 

9 is received from the second network device. The first response includes the second 

3 portion of the x-bit digital cookie from the second network device. The second network 

5 15 device generates potential x-bit digital cookies using the first portion of the x-bit digital 
^ cookie from the first network device and a second portion of the x-bit digital cookie 

generated on the second network device until the second network device generates a 
potential x-bit digital cookie that is not in use on the computer network. At Step 92, a 
complete x-bit digital cookie is generated on the first network device using the first 
20 portion of the x-bit digital cookie and the second portion of the x-bit digital cookie. The 
complete x-bit digital cookie is not in use on the computer network. The complete x-bit 
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digital cookie is unique on the computer network since the second network device 
manages the x-bit digital cookies in use on the computer network. 

The first network device can use the complete x-bit digital cookie in one or more 
messages (e.g., IKE messages) to establish a secure connection between the first network 
5 device on the computer network and third network device on a remote computer network. 
The second network device maintains a list of all complete x-bit digital cookies created 
and in use, and ensures no duplication on the second network device when it retums the 
second portion of the x-bit digital cookie. The first network device thus, can generate a 
complete x-bit digital cookie that is not in use on the computer network. 

^ 10 The first response received at Step 90 can also be a failure response to indicate 

=? 

that the second network device cannot return a valid second portion of the x-bit digital 
cookie using the first portion of the x-bit digital cookie sent by the first network to the 
3 second network device. In such a scenario, the first network device generates a new first 

3 portion of the x-bit digital cookie at Step 86, and repeats the remaining steps of Method 

2 15 84 until a second portion of the x-bit digital cookie can be generated by the second 

network device. Thus, the second network device will eventually send an appropriate 
second portion of the x-bit digital cookie so the first network device can generate a 
complete x-bit digital cookie that is not in use on the computer network. The second 
network device will send an appropriate second portion of the x-bit digital cookie back to 
20 the first network device for every instance except the one very unlikely instance in which 
every possible x-bit digital cookie that can be generated is already in use on the computer 
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network. In this very unlikely instance, a failure response is returned to the first network 

device instead of a second portion of an x-bit digital cookie. 

In one exemplary embodiment of the present invention, the complete x-bit digital 

cookie is used as an anti-clogging cookie in an IKE exchange (e.g., FIG. 3). However, 

5 the present invention is not limited to using the complete x-bit digital cookie with IKE 

messages and can be used as a general method for distributed generation of unique 

random numbers. Such a general method can be used for creating digital cookies and a 

niunber of other applications that need to generate unique values in a distributed manner 

for use on a computer network. 

3 10 In one exemplary embodiment of the present invention, the first network device is 

; ; the initiator 68 and the second network device is DNAT/RSIP gateway 26 or other 

1 gateway. However, the present invention is not limited to these network devices and 

g other types of network devices, or equivalent network devices can also be used. 

3 In one exemplary embodiment of the present invention, Step 86 includes 

3 15 generating a n-bit random number. The number-n is determined by counting n-number of 

3 bits set to a value of one in the x-bit bit mask sent to the first network device by the 

second network device, where n is less than or equal to x. However, the present 

invention is not limited to creating the first portion of the x-bit digital cookie with this 

method and other methods can also be used (e.g. counting bits set to a value of zero, or 

20 other bit patterns). 

In one exemplary embodiment of the present invention, Step 92 includes 

generating a complete x-bit digital cookie on the first network device by placing values of 
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bits from the first portion of the x-bit digital cookie in bit positions with a value of one in 
the X-bit bit mask, and by placing values of bits from the second portion of the bit mask 
in bit positions with a value of zero in the x-bit bit mask. However, the present invention 
is not limited to creating the complete x-bit digital cookie with this method and other 
5 methods can also be used. 

Distributed generation of unique digital cookies from a server network device 

Method 84 (FIG.4) illustrates a method for distributed generation of unique digital 
cookies from a client network device. FIG. 5 illustrates a method for distributed 
generation of unique digital cookies from a server network device. 
^^3 10 FIGS. 5 A and 5B are a flow diagram illustrating a Method 94 for distributed 

generation of unique digital cookies from a server network device. In FIG. 5 A, at Step 
J 96, a list of complete digital cookies in use on the computer network is maintained on a 

iifl second network device. At Step 98, a x-bit bit mask template is generated on a second 

1^3 network device. The x-bit bit mask has n-bits randomly set to a value of one and 

O 15 remaining (x-n) bits randomly set to value of zero, where n is less than or equal to x. At 
Step 100, the x-bit bit mask template is sent to a first network device on the computer 
network. At Step 102, a request is received from the first network device to request a 
second portion of a x-bit digital cookie, from the second network device, wherein the first 
message includes a first portion of the x-bit digital cookie. 
20 In FIG. 5B, a loop is entered to repeat steps 104, 106, 108 until a potential x-bit 

digital cookie is generated that is not in use on the computer network. At Step 104, a 
second portion of the x-bit digital cookie is generated on the second network device. At 
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Step 106, a potential x-bit digital cookie is generated on the second network device using 
the first portion of the x-bit digital cookie generated on the first network device and the 
second portion of the x-bit digital cookie mask generated on the second network device. 
At Step 108, the potential x-bit digital cookie is compared with complete x-bit digital 
5 cookies from the list of complete digital cookies maintained on the first network device 
that are in use on the computer network. 

At 1 10, the second portion of the x-bit digital cookie for the potential x-bit digital 
cookie that is not in use on the computer network is sent to the first network device. The 
first network device uses the first portion of the x-bit digital cookie and the second 
3 10 portion of the x-bit digital cookie to create a complete x-bit digital cookie that is not in 
:l use on the computer network. The second network device may have created a large 

J number of potential x-bit digital cookies. When the second network device returns the 

□ second portion of the x-bit digital cookie, the first network device is assured that it can 

3 generate a complete x-bit digital cookie that is not in use on the computer network. The 

3 15 second network device will send an appropriate second portion of a potential x-bit digital 
cookie back to the first network device except when a complete x-bit digital cookie 
cannot be generated using the first portion of the x-bit digital cookie from the first 
network device. 

If the second network device cannot generate a potential x-bit digital cookie using 
20 the first portion of the x-bit digital cookie received from the first network device, the 
second network device sends a failure response to the first network device. Upon 
receiving the failure response, the first network device generates a new first portion of the 
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X-bit digital cookie and Method 1 12 is repeated. Multiple iterations of sending the failure 
response and executing Method 1 12 allow the second network device to eventually 
generate a potential x-bit digital cookie that is not in use on the computer network with 
one exception. 

5 There is one very unlikely instance in which every possible x-bit digital cookie 

that can be possibly be generated with first portions of the x-bit digital cookie from the 
first network device are already in use on the computer network. In this very unlikely 
instance, a new x-bit digital cookie can not be used on the computer network until use of 
the one or more other x-bit digital cookies on the computer network is terminated. 
3 10 The second network device can create an x-bit mask with between zero and x-bits 

; : (inclusive) set. When zero bits are set, the second network device determines the entire 

J digital cookie, and when x-bits are set, the first network device determines the entire 

□ digital cookie. However, as was explained above, it is undesirable for any one device to 

3 determine an entire digital cookie if it is used for security applications. Thus, a preferred 

; 15 embodiment of the present invention used for security applications includes generating a 
i first portion of an x-bit digital cookie on a client network device and a second portion of 

the X-bit digital cookie on the second network device instead of generating a complete x- 
bit digital cookie on a single network device. 

In one exemplary embodiment of the present invention, 64-bits are used for the x- 
20 bit bit mask and the complete x-bit digital cookie to provide IKE anti-clogging cookies. 
The first network device is initiator 68 and the second network device is a DNAT/RSIP 
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gateway 26. However, the present invention is not limited to such an embodiment and 
other size bit masks and digital cookies and network devices can also be used. 

In one exemplary embodiment of the present invention, the first portion of the 
X-bit digital cookie includes an n-bit random number where n is less than or equal to x. 
5 The n-bits are determined by counting a number of bits randomly set to the value of one 
in the x-bit bit mask sent to the first network device and generating an n-bit random 
number on the first network device. However, the present invention is not limited to a 
first portion of the x-bit digital cookie generated with this method and other methods can 
also be used. 

3 10 In one exemplary embodiment of the present invention. Step 104 includes 

11 generating a (x-n) bit random number on the second network device, where the first 

portion of the x-bit digital cookie mask firom the first network device includes n-bits 
a where n is less than or equal to x. However, the present invention is not limited to 

3 generating the second portion of the x-bit digital cookie with this method and other 

3 15 methods can also be used. 

J Any well-known and trusted random number generator can be used by the first 

network device and second network device to generate portions of the x-bit digital 
cookie. For example, virtually any linear-congruential pseudo-random number generator 
known in the art can be used to generate the first and second portions of the x-bit digital 
20 cookie. 

In one exemplary embodiment of the present invention, Step 108 includes placing 
values of bits fi^om a n-bit first portion of the x-bit digital cookie generated on the first 
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network device in bit positions with a value of one in the x-bit bit mask, and placing 
values of bits from a (x-n) bit second portion of the x-bit digital cookies generated on the 
second network device in bit positions with a value of zero in the x-bit bit mask. 
However, the present invention is not limited to generating potential x-bit digital cookies 
5 with this method and other methods can also be used. 

Distributed generation of unique random numbers from a client network device 

FIG. 6 is a flow diagram illustrating a Method 1 12 for distributed generation of 
unique random numbers from a client network device. At Step 1 14, a first request is sent 
from a first network device on a computer network to a second network device on the 

10 computer network for an x-bit bit mask template. The x-bit bit mask template is used as a 
framework for a complete x-bit digital cookie. At Step 1 16, a first response is received 
on the first network device from the second network device including a x-bit bit mask. 
The X-bit bit mask has n-bits randomly set to a value of one and (x-n) bits randomly set to 
zero in an arbitrary pattern, where n is less than or equal to x. At Step 1 18, n-number of 

15 ones in the x-bit bit mask template are counted on the first network device. At Step 120, 
an n-bit random number is generated on the first network device based on the n-number 
of ones counted in the x-bit bit mask. At Step 122, a second request is sent to the second 
network device including the n-bit random number for a (x-n) bit random number where 
n is less than or equal to x. At Step 124, a second response is received on the first 

20 network device including a (x-n) bit random number. At Step 126, a complete x-bit 

digital cookie is generated on the first network device using the (x-n) bit random number, 
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the n-bit random number and the x-bit bit mask. The complete x-bit digital cookie 

generated by the first network device is not in use on the computer network. 

In one exemplary embodiment of the present invention, the complete digital 

cookie is derived at Step 126 by placing the first network device's n-bit random mmiber 

5 (i.e., both ones and zero) in bit positions with values of one in the x-bit bit mask. The 

second network device's (x-n) bit random number bit values (i.e., both ones and zeros) 

are placed in bit positions with values of zeros in the x-bit bit mask, where n is less than 

or equal to x. However, the present invention is not limited to this embodiment and other 

methods could also be used to derive the digital cookie at Step 126. 

□ 10 In one exemplary embodiment of the present invention, the value of n is statically 

determined. In another exemplary embodiment of the present invention, the value of n is 

H j randomly generated. In either embodiment, n is less than or equal to x when an x-bit bit 

i;g mask is used. The value of n is then used to randomly set bit positions for n-number of 

Q bits in the x-bit bit mask to a value of one. The value of n is also used to randomly set bit 

O 15 positions for (x-n) number of bits in the x-bit bit mask to value of zero. 

)^ In another exemplary embodiment of the present invention, n-number of random 

numbers are generated to select n-number of bit positions for n-number of bits to set to a 

value of one in an x-bit bit mask. In another embodiment of the present invention, the 

value of n is randomly generated, and n-number of random numbers are generated to 

20 select bit positions for the n-nimiber of bits to set to value of one. In such an 

embodiment, the n-number of bit positions for the n-number of bits in the x-bit bit mask 

are randomly selected. In yet another embodiment of the present invention, an x-bit 
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random number is generated for an x-bit bit mask. The bit positions to set to values of 

ones and zeros in the x-bit bit mask are determined from a binary representation of the x- 

bit random number. However, the present invention is not limited to these embodiments, 

and virtually any combination of random number generations can be used to random 

5 numbers for an x-bit digital cookie. 

In one exemplary embodiment of the present invention, Method 1 12 is used with 

the initiator 68 (FIG. 3) and the DNAT/RSIP gateway 26 (FIG. 1) to create 64-bit digital 

cookies that can be used for IKE. However, the present invention is not limited to this 

embodiment and other network devices and digital cookie sizes could also be used. 

3 10 For the sake of simplicity, Method 1 12 is illustrated using a 4-bit cookie with 

;5 n=2, so 2-bit random numbers are used. However, the present invention is not limited to 

J such an embodiment, and this embodiment is exemplary only to illustrate the use of 

a Method 112 without having to illustrate bit masks with a large number of bits. 

3 In such an embodiment, the initiator 68 and the DNAT/RSIP gateway 26 (FIG. 6) 

3 15 generate a 4-bit digital cookie using 2-bit random numbers. At Step 1 14, a first request is 

5 sent from the initiator 68 to the DNAT/RSIP gateway 26 for a 4-bit bit mask. At Step 

116, a first response is received on the initiator 68 from the DNAT/RSIP gateway 26 

including a 4-bit bit mask template. The 4-bit bit mask template has 2-bits randomly set 

to a value of one and remaining (4-2) or 2-bits, set to a value of zero, (e.g., 1010). At Step 

20 118, the bits set to a value of one in the 4-bit bit mask are counted on the first network 

device (e.g., two). At Step 120, a 2-bit random number is generated on the initiator 68 

based on the 2 ones counted in the 4-bit bit mask (e.g., 10). At Step 122, a second 
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request is sent to the DNAT/RSEP gateway 26 including the first 2-bit random number. 
At Step 124, a second response is received on the initiator 68 including a second 2-bit 
random number (e.g., 01). At Step 126, a complete digital cookie is derived using the 
first 2-bit random number (10), the second 2-bit random number (e.g., 01) and the 4-bit 
5 bit mask (e.g., 1010). The resulting complete 4-bit digital cookie has a value of 1001 as 
is illustrated below. 

In one exemplary embodiment of the present invention, the complete 4-bit digital 
cookie is derived at Step 1 16 by placing the initiator's 68 2-bit random number (e.g., 10) 
in bit positions with a value of one in the 4-bit bit mask (e.g., 1010). Table 2 illustrates 
10 this action. 



1. First bit-1 from 2-bit bit mask (10) (left-to-right) is placed in position 1 (left-to-riglit) of the 4-bit 
bit mask 1010 leaving an intermediate result of 1010. 

2. Second bit-0 from the bit mask (10) (left-to-right) is placed in position 3 (left-to-right) of the 4- 
bit bit mask 1010 leaving an intermediate result of 1000. 



Table 2. 

The DNAT/RSIP gateways 26 2-bit random number (e.g., 01) is placed in the bit 
positions bits with values of zero in the 4-bit bit mask (e.g., 1010, the original bit mask). 
Table 3 illustrates this action. 



3. First bit-0 from 2-bit bit mask (01 ) (left-to-right) is placed in position 2 (left-to-right) of the 
original 4-bit bit mask. 

4. Second bit-1 from the bit mask (01) (left-to-right) is placed in position 4 (left-to-right) of the 
original 4-bit bit mask leaving a final result of 1001 . 



15 



Table 3. 

Tables 2 and 3 illustrate replacing bits from left-to-right in the bit mask. However, the 
present invention is not limited to a lefit-to-right replacement and other replacement 
orders can also be used (e.g., right-to-left, another pattem). 
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The initiator 68 can use the generated complete 4-bit digital cookie 1001 in an 
IKE anti-clogging digital cookie exchange (e.g., FIG. 3). By checking all of the digital 
cookies in use on the first private computer network-x 12, and sending the initiator 68 the 
second 2-bit random number of 01, the DNAT/RSIP server 26 has allowed the initiator 
5 68 to create a complete 4-bit digital cookie, using the first 2-bit random number and the 
second 2-bit random number, that is not already in use on network 12. The initiator 28 
can create the complete 4-bit digital cookie that is not in use on network 12. 
Distributed generation of unique random numbers from a server network device 
Method 1 12 (FIG. 6) illustrates a method for distributed generation of unique 

10 random numbers from a client network device. FIG. 7 illustrates a method for distributed 
generation of unique random numbers from a server network device. 

FIGS. 7A and 7B are a flow diagram illustrating a Method 128 for distributed 
generation of unique random numbers from a server network device. In FIG. 7 A, at Step 
130, a list of complete digital cookies in use on the computer network is maintained on a 

15 second network device. At Step 132, a x-bit bit mask template is generated on a second 
network device, wherein the x-bit bit mask template has n-bits randomly set to a value of 
one and remaining (x-n) bits randomly set to value of zero, where n is less than or equal 
to X. At Step 134, the x-bit bit mask template is sent to a first network device on the 
computer network. At Step 136, a request is received from the first network device to 

20 request a (x-n) bit random number from the second network device, where n is less than 
or equal to x. The first message includes an n-bit random number. 
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In FIG. 7B, a loop is entered to repeat steps 138, 140, 142 until a potential x-bit 
digital cookie is generated that is not in use on the computer network. At Step 138, an (x- 
n) bit random number is generated on the second network device. At Step 140, a 
potential x-bit digital cookie is generated on the second network device using the n-bit 
5 random number generated on the first network device and the (x-n) bit random number 
generated on the second network device. Step 140 includes placing values of bits from 
the n-bit random number generated on the first network device in bit positions with a 
value of one in the x-bit bit mask, thereby creating a partial digital cookie. Step 140 
further includes placing values of bits from a (x-n) bit random number generated on the 
3 10 second network device in bit positions with a value of zero in the x-bit bit mask, thereby 
\: completing generation of a potential x-bit digital cookie. At Step 142, the potential x-bit 

a digital cookie is compared with complete digital cookies firom the list of complete digital 

k cookies maintained on the first network device that are in use on the computer network. 

3 If the potential x-bit digital cookie is not in use, at Step 144, the (x-n) bit random number 

3 15 for the potential x-bit digital cookie that is not in use on the computer network is sent to 

-J 

3 the first network device. The first network device then generates an identical final digital 

cookie in a similar manner as was described for the second network device (e.g., the first 
network device executes Step 140). 

The second network device can create an x-bit mask with between zero and x-bits 
20 (inclusive) set. When zero bits are set to one, the second network device determines the 
entire digital cookie, and when x-bits are set to one, the first network device determines 
the entire cookie. 
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In one exemplary embodiment of the present invention, 64-bits are used for the x- 
bit bit mask and the complete x-bit digital cookie. The first network device is initiator 68 
and the second network device is a DNAT/RSIP gateway 26. However, the present 
invention is not limited to such an embodiment and other size bit masks and digital 
5 cookies and network devices can also be used. 

For the methods and system described herein, the random numbers generated are 
generated with any suitable random number generator known in the art. The methods 
and system described herein is independent of the random number generator, and 
specifies a simple protocol (e.g., 4 messages) for communication between the entities. 
^=3 10 Preferred embodiments of the present invention operate under the constraint that the 
generated numbers must be unique, since the resulting digital cookie may be used to 
.J establish a secure communication session (e.g., as an anti-clogging digital cookie with 

iio IKE) or be used for routing. 

Lj The methods and system described herein may provide at least the following 

^^3 15 advantages: (1) the method and system can be used as a general scheme for distributed 

generation of unique random numbers; (2) the three cookie generation requirements 

proposed by Kam (Table 1) are not violated; (3) a DNAT/RSIP gateway 26 can create an 

x-bit bit mask template with between zero and x-bits (inclusive) set. When zero bits are 

set to one, the DNAT/RSIP gateway determines the entire digital cookie, and when x-bits 

20 are set to one, the initiator 68 determines the entire digital cookie; (4) virtually any 

well-known and trusted non-parallel or parallel random number generator can be used by 

the initiator 68 and the DNAT/RSIP gateway, such as the many linear-congruential 
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pseudo-random number generators in use today; (5) a DNAT/RSIP gateway 26 can 
specify a bit mask that will minimize the probability of a digital cookie collision. The 
entropy of the generated x-bit digital cookie is x-bits. 

It should be understood that the programs, processes, methods, systems and 
5 apparatus described herein are not related or limited to any particular type of computer 
apparatus (hardware or software), unless indicated otherwise. Various types of general 
purpose or specialized computer apparatus may be used with or perform operations in 
accordance with the teachings described herein. While various elements of the preferred 
embodiments have been described as being implemented in software, in other 

3 10 embodiments hardware or firmware implementations may alternatively be used and visa- 

! I versa. 

J In view of the wide variety of embodiments to which the principles of the 

Q invention can be applied, it should be understood that the illustrative embodiments are 

3 exemplary only, and should not be taken as limiting the scope of the present invention. 

3 15 For example, the steps of the flow diagrams may be taken in sequences other than those 
^ described, and more or fewer elements or component may be used in the block diagrams. 

The claims should not be read as limited to the described order or elements unless stated 
to that effect. Therefore, all embodiments that come within the scope and spirit of the 
following claims and equivalents thereto are claimed as the invention. 
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